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Initialization

A function with the following signature is called when the library is initialized:

int initialize(struct secmethod_table *methods);

Points to all implemented functions must be filled into the method table. The method_version field should be set to SECMETHOD_VERSION_520.

The initialization method is selected by setting the library entry point by passing –e <function> to ld.

Return codes:

AUTH_SUCCESS – Function worked

Required Methods
struct group *method_getgrgid (gid_t gid);
Find a group by gid.

Memory management

· Keep around the last group returned.

· Next time this function or getgrnam is called, free the previously returned group. 

· If the provider is closed, free the group
struct group *method_getgrnam (char *group);

Find a group by name.

Memory management

· Keep around the last group returned.

· Next time this function or getgrgid is called, free the previously returned group. 

· If the provider is closed, free the group
char *method_getgrset (char *user);

Return a comma separated list of gids that the user is member of.
Memory management

· caller frees result

struct passwd *method_getpwnam (char *user);

Find a user by name.

Memory management

· Keep around the last passwd returned.

· Next time this function or getpwuid is called, free the previously returned passwd. 

· If the provider is closed, free the passwd.

struct passwd *method_getpwuid (uid_t uid);

Find a user by uid.

Memory management

· Keep around the last passwd returned.

· Next time this function or getpwnam is called, free the previously returned passwd. 

· If the provider is closed, free the passwd.

int method_getentry (char *key, char *table, char *attributes[], attrval_t results[], int size);

Get an attribute for a user or group.

The table parameter is set to either “user” or “group”.

If the key is ALL:


If the table is user and the attribute list is S_USERS, then a null separated list of all users should be returned.

If the table is group and the attribute list is S_GROUPS, then a null separated list of all groups should be returned.


Otherwise, -1 is returned and errno is set to EINVAL.

If the key is a specific user/group


- The requested attributes are retrieved for the user/group


- The following attributes are supported for users

	Attribute name
	Type
	Description

	S_ID
	SEC_INT
	uid

	S_PGID
	SEC_INT
	primary group id

	S_PWD
	SEC_CHAR
	Password field in a struct passwd (just “*” for AD users)

	S_HOME
	SEC_CHAR
	Home directory

	S_SHELL
	SEC_CHAR
	Shell

	S_REGISTRY
	SEC_CHAR
	Authentication mechanism. This should be the same as the name of the LAM module (LSASS).

	S_GECOS
	SEC_CHAR
	Gecos

	S_PGRP
	SEC_CHAR
	Primary group name

	S_GROUPS
	SEC_LIST
	Group membership by name

	S_GROUPSIDS
	SEC_LIST
	Group membership by text gid

	S_LOCKED
	SEC_BOOL
	Whether the account is locked out

	“SID”
	SEC_CHAR
	SID

	“UPN”
	SEC_CHAR
	UPN


· The following attributes are supported for groups

	Attribute name
	Type
	Description

	S_ID
	SEC_INT
	gid

	S_PWD
	SEC_CHAR
	Password field in a struct group (just “*” for AD groups)

	S_ADMIN
	SEC_BOOL
	If this is set to true, ignore the S_ADMS field and only let root modify the group (set to false for AD groups)

	S_ADMS
	SEC_LIST
	A list of users which may modify the group (set to empty list for AD groups)

	S_USERS
	SEC_LIST
	List of group members

	“SID”
	SEC_CHAR
	SID


·  If an unsupported attribute is requested, set the attr_flag for that result to EINVAL
Return value


0 – success


-1 - error

void *method_open (const char *name, const char *domain, int mode, char *options);

Set options to the module.

The name parameter is the name of the module as specified in the config file. The options and domain parameters if set, are the values from the config file.

This function can return any value.

void method_close (void *token);
Free any memory associated with the module. Specifically, this includes the saved passwd and group values, if they were set.

int method_normalize (char *longname, char *shortname);
Convert the username, longname, into a shorter username and store it in shortname. AIX uses a short form of usernames to cope with username length limits.

The following algorithm has been chosen by Likewise:

· If the username is less than S_NAMELEN, return the name as is.

· If the user’s uid is less than 10000000, return the name in _%07u form

· Otherwise, return the name in the form (“_” + ltobase32( uid + (uint64_t) 10737418240)), where ltobase32 converts a uint64_t to a base 32 string, using a-v to represent 10-32
Return value


Non-zero on success


Zero on failure

int method_passwdexpired (char *user, char **message);
Determine if a user’s password is expired

This function may return

· 0 – if the password is not expired

· 1 – if the password is expired

· 2 – if the password is expired, but the user may not change it

When the password is expired, message should be set to a more detailed message.

int method_authenticate (char *user, char *response,  int *reenter, char **message);

Memory management

caller frees message

int method_chpass (char *user, char *oldpassword, 
        char *newpassword, char **message);

struct group *method_getgracct (void *id, int type);
If type is 0, then id is of type (gid_t *). If type is 1, then id is of type (char *).
return a group structure without the members field filled in.
attrlist_t **method_attrlist (void);
Return a list of all attributes supported by the LAM module. The list is null-terminated, and the entries point to an attrlist_t type. attrlist_t has 3 fields inside of it:
{

char *al_name;

int al_flags;

int al_type;

}

The al_name field contains the name of the supported attribute, e.g. S_ID, S_PGID.

The al_flags field can be AL_USERATTR or AL_GROUPATTR, and it identifies whether the attribute is supported for users or groups.

The al_type field identifies the type of value stored in the field. It can be SEC_CHAR, SEC_INT, SEC_LIST, or SEC_BOOL.

Memory management

Return a statically allocated list

Not required

putentry

getpasswd

commit
passwdrestrictions

getgrusers
Checking For Memory leaks
In version 5.3 of AIX, IBM introduced built-in valgrind-like support. This can be used in conjunction with the Likewise test tools to verify correct memory usage. Here are some recommended commands to test:

· MALLOCTYPE=debug MALLOCDEBUG=validate_ptrs,report_allocations,stack_depth:10 /pamtester-aix53 sshd <username> authenticate
· MALLOCTYPE=debug MALLOCDEBUG=postfree_checking,validate_ptrs,report_allocations,stack_depth:10 /groupnpass-aix-53 --attrname groups -a <user1> -a <user2>

