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1 Introduction

Likewise NETLOGON is a system service which provides domain controller lookup, site affinity, caching of domain controller attributes, and domain controller time synchronization.   Likewise NETLOGON is developed to provide the same service as is provided by Netlogon running on Windows.  This is done through the analysis of Windows networking traffic and through inspection of the MSDN help files and knowledge base articles.  Due to the fact that Likewise NETLOGON is run in a non-Windows environment, there is not a 1:1 mapping of responsibilities between Windows Netlogon and Likewise Netlogon.  

Likewise NETLOGON implements in its API the following functions which are close analogues of functions described on MSDN:
LWNetGetDcName
This implements the DsGetDcName function described on MSDN 
.  In subsequent portions of this document, unless otherwise specified, descriptions of DsGetDcName behavior apply to both the Microsoft implementation and the Likewise implementation.
Likewise NETLOGON implements in its API additional functions which are useful to services requiring site affinity information:

LWNetGetDomainController

This is a convenience function which only returns the Fully Qualified Domain Name (FQDN) of the best domain controller for a given domain, instead of the full DOMAIN_CONTROLLER_INFO structure.
LWNetGetDCTime

This function retrieves the current date and time from the given Domain Controller FQDN.
2  DsGetDcName Usage
DcGetDcName and LWNetGetDcName have equivalent prototypes.  The DsGetDcName documentation is on MSDN.  Usage information for each parameter is given below.
/* DsGetDcName (Windows) */

typedef struct _DOMAIN_CONTROLLER_INFO {  

    LPTSTR DomainControllerName;  

    LPTSTR DomainControllerAddress;  

    ULONG DomainControllerAddressType;  

    GUID DomainGuid;  

    LPTSTR DomainName;  

    LPTSTR DnsForestName;  

    ULONG Flags;  

    LPTSTR DcSiteName;  

    LPTSTR ClientSiteName;

} DOMAIN_CONTROLLER_INFO, *PDOMAIN_CONTROLLER_INFO;
DWORD DsGetDcName(

  LPCTSTR ComputerName,

  LPCTSTR DomainName,

  GUID* DomainGuid,

  LPCTSTR SiteName,

  ULONG Flags,

  PDOMAIN_CONTROLLER_INFO* DomainControllerInfo

);
/* LWNetGetDcName (Likewise Software) */

2.1 Input Parameters

2.1.1 Computer Name (String)

This is the name of the computer which will process the GetDcName request.  In most cases, this should be set to NULL.  If the value is set to NULL, the local computer will process the GetDcName request.  At the moment, Likewise Netlogon does not support remote netlogon; if computer name is not set to NULL, LWNetGetDcName will give a warning.
2.1.2 DomainName (String)

This is the name of the domain to be queried.  LWNetGetDcName only supports the use of a fully-qualified domain name (FQDN) for this value.
2.1.3 DomainGuid (GUID*)
This parameter is only used in Windows DsGetDcName; LWNetGetDcName does not support this parameter.
2.1.4 SiteName (String)
By default, this parameter should be set to NULL. If it is non-NULL, it specifies the name of the site where the domain controller should physically exist.  If no domain controller exists at that site, GetDcName will attempt to find the nearest domain controller possible.
2.1.5 Flags
This parameter is a 32-bit bit mask which holds the flags described below in section 2.2.
2.2 Input Flags

Some combination of these flags may be placed in the Flags input parameter.  The values for these flags are declared in lwnet.h, in the case of Likewise Netlogon, and in DsGetDC.h, in the case of Windows Netlogon.  Flags which are supported in Windows Netlogon, but not in Likewise Netlogon, are marked with an asterisk (*).  
2.2.1 DS_FORCE_REDISCOVERY

If this input flag is set, GetDcName will ignore any cached Domain Controller entries.  GetDcName will perform a fresh search.  If the search is successful, the cache will be updated with the new results.  For performance reasons, this flag should only be used once an application has determined that the cache results are inaccurate or obsolete.
2.2.2 DS_DIRECTORY_SERVICE_REQUIRED

If this input flag is set, GetDcName will ensure that the returned Domain Controller supports Windows 2000 or later.
2.2.3 DS_DIRECTORY_SERVICE_PREFERRED

If this input flag is set, GetDcName will attempt to find a Domain Controller which supports Windows 2000 or later.  If no such controller is found, GetDcName will select another Domain Controller.
2.2.4 DS_GC_SERVER_REQUIRED

If this input flag is set, GetDcName will ensure that the Domain Controller returned is a global catalog server for the forest of domains with this domain as the root. If this flag is set and the DomainName parameter is not NULL, DomainName must specify a forest name. This flag cannot be combined with the DS_PDC_REQUIRED or DS_KDC_REQUIRED flags.

2.2.5 DS_PDC_REQUIRED

If this input flag is set, GetDcName will ensure that the DomainController returned is the Primary Domain Controller.  This flag cannot be combined with DS_KDC_REQUIRED or DS_GC_SERVER_REQUIRED.
2.2.6 DS_BACKGROUND_ONLY

If this input flag is set, GetDcName will always attempt to use cached Domain Controller entries, even if they have expired.
2.2.7 DS_IP_REQUIRED*
If this input flag is set, Windows Netlogon will place the IP address of the domain controller in the DomainControllerAddress field of the DomainControllerInfo output parameter.  This flag is not used in Likewise Netlogon, because Likewise Netlogon will always return both the IP address and the FQDN of the returned Domain Controller.
2.2.8 DS_KDC_REQUIRED

If this input flag is set, GetDcName will ensure that the Domain Controller returned is a Kerberos Key Distribution Center.  This flag cannot be combined with DS_PDC_REQUIRED or DS_GC_SERVER_REQUIRED.
2.2.9 DS_TIMESERV_REQUIRED

If this input flag is set, GetDcName will ensure that the Domain Controller returned is running the Windows Name Service.
2.2.10 DS_WRITEABLE_REQUIRED

If this input flag is set, GetDcName will ensure that the Domain Controller returned is writeable.  All Domain Controllers are writeable, except those non-primary Domain Controllers which are running on an operating system earlier than Windows 2000, 
2.2.11 DS_GOOD_TIMESERV_REQUIRED
If this input flag is set, GetDcName will ensure than any Domain Controller returned is designated by the Windows Time Service as having a reliable time service.  
2.2.12 DS_AVOID_SELF

If this input flag is set, GetDcName will ensure that the Domain Controller returned is not running on the local host.
2.2.13 DS_ONLY_LDAP_NEEDED*
If this input flag is set, GetDcName will ensure that the host name returned is running LDAP.   If this input flag is set, GetDcName will not require that the returned host be running a Domain Controller.  This flag is supported in Windows Netlogon, but it is not supported in Likewise Netlogon.
2.2.14 DS_IS_FLAT_NAME*
If this input flag is set, GetDcName will assume that the DomainName input parameter is an NT4-style flat domain name.  This flag is supported in Windows Netlogon, but it is not supported in Likewise Netlogon.  The DomainName field should always be an FQDN in Likewise Netlogon.
2.2.15 DS_IS_DNS_NAME*
If this input flag is set, GetDcName will assume that the DomainName input parameter is a DNS-style name.  This flag is supported in Windows Netlogon, but it is not supported in Likewise Netlogon.  The DomainName field must always be a DNS FQDN in Likewise Netlogon.
2.2.16 DS_RETURN_DNS_NAME*
If this input flag is set, GetDcName will use DNS-style names in the DomainControllerName and DomainName members of the DomainControllerInfo output parameter.  Likewise Netlogon ignores this flag, as it always includes both the DNS FQDN and the NT4-style NetBIOS name in the DomainControlnfo output parameter.
2.2.17 DS_RETURN_FLAT_NAME*
If this input flag is set, GetDcName will use NT4-style NetBIOS names in the DomainControllerName and DomainName members of the DomainControllerInfo output parameter.  Likewise Netlogon ignores this flag, as it always includes both the DNS FQDN and the NT4-style NetBIOS name in the DomainControlnfo output parameter.
2.3 Output Parameter – DomainControllerInfo

The definition of DOMAIN_CONTROLLER_INFO is listed in lwnet.h, in the case of Likewise Netlogon, and in DsGetDC.h, in the case of Windows Netlogon.  Fields which are supported in only Windows Netlogon are marked with an asterisk (*).  Fields which are only supported in Likewise Netlogon, are marked with a (‡) symbol.

/* Windows Netlogon (DcGetDC.h) */

typedef struct _DOMAIN_CONTROLLER_INFOA {

    LPSTR DomainControllerName;

    LPSTR DomainControllerAddress;

    ULONG DomainControllerAddressType;

    GUID DomainGuid;

    LPSTR DomainName;

    LPSTR DnsForestName;

    ULONG Flags;

    LPSTR DcSiteName;

    LPSTR ClientSiteName;

} DOMAIN_CONTROLLER_INFOA, *PDOMAIN_CONTROLLER_INFOA;

/* Likewise Netlogon (lwnet.h) */

typedef struct __LWNET_DC_INFO

{

    DWORD dwPingTime;

    PSTR  pszDomainControllerFQDN;
    PSTR  pszDomainControllerNetBIOSName;

    PSTR  pszDomainControllerIPAddress;

    UCHAR pucDomainGUID[LWNET_GUID_SIZE];
    PSTR  pszDomainFQDN;

    PSTR pszDomainNetBIOSName;

    PSTR pszDNSForestName;
    DWORD dwFlags;
    PSTR pszDcSiteName;

    PSTR pszClientSiteName;
} LWNET_DC_INFO, *PLWNET_DC_INFO;
2.3.1 PingTime (Unsigned Integer) ‡
This field is only present in Likewise Netlogon.  The field contains the time, in microseconds, to send a connectionless LDAP request to the Domain Controller and receive a reply.  PingTime defines the distance between the host running the Netlogon service and a given Domain Controller. 
2.3.2 DomainControllerName (String)*
This field is only present in Windows Netlogon.  It contains the DNS-style name of the Domain Controller, if available; otherwise, it contains the NT4-style name.
2.3.3 DomainControllerNameFQDN (String)‡
This field is only present in Likewise Netlogon.  This field contains the DNS FQDN of the Domain Controller.
2.3.4 DomainControllerNameNetBIOS (String)‡
This field is only present in Likewise Netlogon.  This field contains the NT4-style NetBIOS name of the Domain Controller.
2.3.5 DomainControllerAddress (String)*
This field is only present in Windows Netlogon.  It is a pointer to a null-terminated string that specifies the address of the discovered domain controller. The address is prefixed with "\\". This string is one of the types defined by the DomainControllerAddressType member.
2.3.6 DomainControllerAddressType (Integer)*

This field is only present in Windows Netlogon.    Two values are possible:
DS_INET_ADDRESS:  DomainControllerAddress is an IP address, e.g. “\\1.2.3.4”

DS_NETBIOS_ADDRESS:  DomainControllerAddress is a NetBIOS name, e.g. “\\MYDOMAIN”
2.3.7 DomainControllerIPAddress (String)‡
This field is only present in Likewise Netlogon.  It contains the IP address of the Domain Controller.
2.3.8 DomainGuid (Byte Array)
This field contains the globally unique identifier (GUID) of the Domain Controller.  
2.3.9 DomainName (String)*
This field is only present in Windows Netlogon.  The DNS style name, if available, is returned; otherwise, the NT4-style style name is returned.
2.3.10 DomainNameFQDN (String)‡
This field is only present in Likewise Netlogon.  It contains the DNS FQDN of the Domain Name.
2.3.11 DomainNameNetBIOS (String)‡
This field is only present in Likewise Netlogon.  It contains the NT4-style NetBIOS Domain Name.
2.3.12 DnsForestName (String)
This field contains the DNS name at the root of the DS tree.
2.3.13 Flags (Unsigned Integer)
This unsigned integer contains the output flags described in section 2.4
2.3.14 DcSiteName (String)
This field contains the name of the physical Site in which the Domain Controller resides.  The Site name can be at any level of detail, e.g., “North America”, or “Building B”.
2.3.15 ClientSiteName (String)

This field contains the name of the physical Site in which the host running the Netlogon service resides.  The Site name can be at any level of detail, e.g., “North America”, or “Building B”.
2.4 Output Flags

Some combination of these flags may be found in the output parameter DomainControllerInfo, in the Flags unsigned integer field.  The values for these flags are declared in lwnet.h, in the case of Likewise Netlogon, and in DsGetDC.h, in the case of Windows Netlogon.  Flags which are supported in Windows Netlogon, but not in Likewise Netlogon, are marked with an asterisk (*).  
2.4.1 DS_PDC_FLAG
This flag indicates that the Domain Controller is the Primary Domain Controller for the given Domain.
2.4.2 DS_GC_FLAG
This flag indicates that the Domain Controller contains the Global Catalog for the forest specified in the DnsForestName field of the DomainControllerInfo output parameter.
2.4.3 DS_DS_FLAG
This flag indicates that the Domain Controller is a Directory Service server for the domain.
2.4.4 DS_KDC_FLAG
This flag indicates that the domain controller is a Kerberos Key Distribution Center for the domain.
2.4.5 DS_TIMESERV_FLAG
This flag indicates that the domain controller is running the Windows Time Service for the domain.
2.4.6 DS_CLOSEST_FLAG
This flag indicates that, from the point of view of the given domain controller, that domain controller is the one closest to the host running the Netlogon service.
2.4.7 DS_WRITEABLE_FLAG
This flag indicates that the domain controller hosts a writeable directory service (or SAM)
2.4.8 DS_GOOD_TIMESERV_FLAG
This flag indicates that, according to the given domain controller, the given domain controller is running the most reliable time server available in the domain.
2.4.9 DS_DNS_CONTROLLER_FLAG*
This flag is only relevant in Windows Netlogon.  This flag indicates that the DomainControllerName member of the DomainControllerInfo output parameter is in DNS format.
2.4.10 DS_DNS_FOREST_FLAG*
This flag is only relevant in Windows Netlogon.  This flag indicates that the DnsForestName member of the DomainControllerInfo output parameter is in DNS format.
3 Likewise NETLOGON API

3.1 LWNetGetDCName
This Likewise Netlogon function is an analogue of DsGetDcName in Windows.  See section 2.
3.2 LWNetGetDomainController

This Likewise Netlogon function is a convenience function providing a simplified form of LWNetGetDCName.  There are no restrictions on site location or location of the netlogon service (assumed to be the local host).  Only the FQDN of the Domain Controller is returned.

DWORD

LWNetGetDomainController(

    PCSTR pszDomainFQDN,

    PSTR* ppszDomainControllerFQDN

    );
3.3 LWNetGetDCTime

This Likewise Netlogon function provides access to the current time, according to best available information on the given domain, and assuming the netlogon service resides on the local host.

DWORD

LWNetGetDCTime(

    PCSTR pszDomainFQDN,

    struct tm* pDCTime

    );
3.4 LWNetGetCurrentDomain
This Likewise Netlogon function provides the domain which the local host is currently joined to:

DWORD

LWNetGetCurrentDomain(

    PSTR* ppszDomainFQDN

    );
4 Algorithms
4.1 Domain Controller Prioritization
4.1.1 Windows Netlogon
Likewise Netlogon obtains a list of candidate Domain Controllers using DNS. The algorithm for doing this is based on the algorithm used in Windows Netlogon, described in the Microsoft Knowledge Base
.   Each Domain Controller which matches the site criteria is simultaneously queried with a CLDAP request for the Netlogon attribute.  The first Domain Controller to respond has its information returned to the DsGetDcName caller.
4.1.2 Likewise Netlogon
Likewise Netlogon obtains a list of candidate Domain Controllers using DNS. The algorithm for doing this is based on the algorithm used in Windows Netlogon, described in the Microsoft Knowledge Base
.  Each candidate Domain Controller which matches the site criteria is queried with a CLDAP request for the Netlogon attribute.  The time to respond for each Domain Controller is stored as PingTime in the DomainControllerInfo output parameter.  The Domain Controller with the lowest PingTime is returned to the caller.
4.2 Caching

Both Windows Netlogon and Likewise Netlogon use the same cacheing approach to serve out most requests for domain controller information.
Netlogon will examine its cache upon each request.  Normally, if there is a cache entry which is less than 15 minutes old, it will be returned to the caller.  If there is no such entry, a Windows Netlogon will use the algorithm in 4.1.1.  
If input flag DS_FORCE_REDISCOVERY is enabled, Windows Netlogon will use the algorithm in 4.1.1 regardless of whether there is an existing cache entry.

If input flag DS_BACKGROUND_ONLY is enabled, Windows Netlogon will use any existing cache entry, regardless of age.
� See http://msdn.microsoft.com/en-us/library/ms675983.aspx





� http://support.microsoft.com/kb/247811


� http://support.microsoft.com/kb/247811
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